





























Special Audits

The OIG conducts special audits of other OPM-managed Federal employee benefit
programs, including tribal enrollments into the FEHBP, as well as audits of the
Combined Federal Campaign (CFC).

The OIG notes its concern that OIG auditors consistently identify similar weaknesses in
local CFC campaigns from audit to audit. The new CFC regulations, impacting the 2016
campaign period and beyond, address these issues identified by the OIG. In addition to
providing Federal employees more choice and convenience with regards to the CFC, the
new regulations will ensure that a larger percentage of Federal employee donations go
towards their intended purposes. For those reasons, the OIG has expressed support for the
new CFC regulations. In future audits, as these new regulations take effect, we expect to
see improvements in control weaknesses that have traditionally been associated with the
CFC.

Due to concerns raised by an independent auditor, OPM requested that the OIG conduct
an audit of the 2005 through 2012 CFCs administered by the Metropolitan Arts
Partnership during the reporting period. The OIG identified over $2 million in
unallowable administrative expenses charged to the CFC. Due to these findings, the OIG
strongly suggested to OPM that the Metropolitan Arts Partnership not be considered as
the Principal Combined Fund Organization (PCFO) for future campaigns. OPM is in full
agreement with this suggestion. In fact, OPM had already taken action to replace the
Metropolitan Arts Partnership as the PCFO prior to the OIG conducting this audit, based
on concerns raised by the independent auditor’s report. Additionally, we note that with
the implementation of the new regulations in 2016, there will no longer be PCFOs.

In Healthcare and Insurance, special audits may be conducted on the operations or
administrative oversight of the Federal Employees’ Group Life Insurance (FEGLI),
Federal Flexible Spending Account, Federal Employees Dental and Vision Insurance
Program (FEDVIP), Flexible Spending Accounts for Federal Employees (FSAFEDS)
programs, and tribal enrollments into the FEHBP.

During this reporting period, the OIG issued an audit report of the FEGLI program. The
audit identified unallowable charges and one area for program improvement. The
contractor returned all funds to the FEGLI program and has addressed the areas identified
for program improvement. This audit is closed.

Enforcement Activities

The OIG conducts criminal investigations to examine potential fraud against OPM’s
benefit programs. The OIG also investigates OPM employee and contractor misconduct,





















38 of 41 recommendations are closed. (2 of
the open recommendations are duplicate
recommendations originally on 4A-CF-00-08-

Federal . 025.) OPM is resolving remaining open

Information November . o .

4A-CI-00- . recommendations, but additional work is

Security 10,2010 $0 N/A ) - )

10-019 required and additional agency-testing must

Management Act .

for FY 2010 be scheduled. OPM has recently hired
additional ISSOs, who have improved the
system oversight needed to complete the
testing.

Pavroll Debt 7 of 8 recommendations are closed. To close

M:Znagement the remaining recommendation, OPM’s CFO

4A-CF-00- . March 4, has finalized procedures and is providing
10-043 Process for Active 2011 $32,955 $32,955 documentation showing the debts owed have
and Separated s :
been paid in full or written off.

Employees
11 of 14 recommendations are closed. To

Stopping Improper close the remaining recommendations, OPM’s

1K-RS-00- Payments to September $0 N/A Retirement Services has established a data
11-068 Deceased 14,2011 working group. The working group is

Annuitants developing procedures and implementing
reviews to detect fraud and data anomalies.
23 of 29 recommendations are closed. (3 of
the open recommendations are duplicate

Federal . . .

. recommendations.) OPM is resolving

Information remaining open recommendations, but

4A-CI-00- Security November $0 N/A additional work is required and additional
11-009 Management Act 9,2011 .
. agency-testing must be scheduled. OPM has

for Fiscal Year . .

2011 recently hired additional ISSOs, who have
improved the system oversight needed to
complete the testing.

6 of 7 recommendations are closed. (The

OPM'’s Fiscal Year open recommendation is a duplicate

4A-CF-00- 2011 Consolidated | November $0 N/A recommendation originally on 4A-CF-00-08-
11-050 Financial 14,2011 025.) To close the remaining

Statement recommendation, OPM continues to improve
the OPM Information Security Program.

. 2 of 3 recommendations are closed. To close

Global Duplicate L )

1A-99-00- Claim Payments for | January 11 the remaining recommendation, OPM
" | $6,342,749 $881,767 | continues to work with the carrier to recover
11-022 BlueCross and 2012 . .
. disallowed costs and evaluate claims

BlueShield Plans .
contested by the carrier.

2 of 3 recommendations are closed. To close

Insecure Password .. .

Reset Process on the remaining recommendation, OPM

4A-RI-00- February 7, increased the complexity of eOPF password

Agency-owned $0 N/A i i : :

12-034 Information 2012 requirements and is planning to improve the
password reset process in the next system

Systems
release.

6 of 8 recommendations are closed. To close
4A-CF-00- OPM’s Interagency | March 28, $0 N/A the remaining recommendations, OPM is
09-014 Agreement Process | 2012 improving its interagency agreement

process.
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1A-99-00-

Global Omnibus
Budget
Reconciliation Act

July 16,

5 of 6 recommendations are closed. All
questioned funds have been recovered or
allowed. OPM continues to work with the

12-001 0of 1993 Claims for | 2012 $731,215 $0 carrier to implement corrective actions and
BlueCross and close the remaining procedural
BlueShield Plans recommendation.
Information 9 of 24 recommendations are closed—6 of
Technology which were closed during the reporting
Security Controls period. OPM is coordinating with OPM’s OIG
4A-0P-00- of OPM’s Audit July 16, $0 N/A (co-owner of the system) tg resolve
12-013 2012 . . .
Report and remaining open recommendations and clarify
Receivables the system’s FIPS 199 category.
Tracking System
6 of 12 recommendations are closed. (One of
the open recommendations on this audit is a
. . duplicate recommendation originally on 4A-
Administration of L
CF-00-05-028). To close the remaining
4A-CE-00- the Prompt September $0 N/A recommendations, OPM is documenting
11-067 Payment Act at 13,2012 . ’ . .
OPM internal controls to ensure invoices are
properly processed. OPM is also developing a
report to verify and validate prompt pay
calculations.
10 of 18 recommendations are closed. (6 of
the open recommendation are duplicate
recommendations.) OPM has analyzed the
Federal recommendations and developed a
Information remediation plan and timeline to complete
i‘g:gi_go_ Security ?ozvoeinzber $0 N/A resolution and compliance. OPM’s OCIO is
Management Act ’ working with dedicated ISSOs for the
for FY 2012 network infrastructure and the
corresponding program offices to document
evidence for closure for each of these
findings.
2 of 3 recommendations are closed. (The
OPM'’s Fiscal Year open recommendation is a duplicate
4A-CF-00- 2012 Consolidated | November $0 N/A recommendation originally on 4A-CF-00-08-
12-039 Financial 15,2012 025.) To close the remaining
Statement recommendation, we continue to improve
the OPM Information Security Program.
Information 10 of 12 recommendations are closed. Efforts
1D-80-00- Systems ('}en.eral December continue to mitigate informatign system
12-045 and Application 10, 2012 $0 N/A cont.r(?l w.eakngsses (e.g. fupdmg, system
Controls at modifications, implementation, and new
EmblemHealth software testing).
OPM’s Voice over 1 of 2 recommendations is closed. To close
the Internet the remaining recommendation, OPM
Protocol Phone established and is implementing a new
1K-RS-00- System December $0 N/A invoice review process.
12-031 Interagency 12,2012
Agreement with
the District of
Columbia
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11 of 13 recommendations are closed. All
questioned funds have been recovered. OPM

1A-10-67- Blu.eShlelld of January 10, $221,174 $0 continues to work with the carrier to
12-004 California 2013 . . .
implement corrective actions and close the
remaining procedural recommendations.
2 of 3 recommendations are closed. (The last
Global Assistant of the 2 procedural recommendations was
Surgeon Claim closed after the reporting period.) To close
1A-99-00 Overpayments for February $1,137,440 $372,305 | the remaining financial recommendation,
12-055 21,2013 . .
BlueCross and OPM continues to recover remaining
BlueShield Plans disallowed costs and evaluate claims
contested by the carrier.
3 of 7 recommendations are closed. OPM has
Global )
Coordination of recovered or allowed all questioned funds.
1A-99-00- Benefits for March 20, $4.690.639 $0 To close the remaining procedural
12-029 2013 g ! recommendation, OPM continues to work
BlueCross and . . . .
) with the carrier to implement corrective
BlueShield . .
actions and strengthen internal controls.
Assessing the 4 of 5 recommendations are closed. To close
Relevance and the remaining recommendation,
Reliability of the OPM established policy, procedural, and
4A-CF-00- U.S. Office of April 1, methodological controls for a new
Personnel $0 N/A performance measurement and is now
12-066 , 2013 .
Management’s reporting that new measure.
Performance
Information
7 of 11 recommendations are closed. All
BlueCross questioned funds have been recovered. OPM
1A-10-32- BlueShield of July 19, $250,961 $0 continues to work with the carrier to
12-062 L 2013 . . .
Michigan implement corrective actions and close the
remaining procedural recommendations.
1 of 6 recommendations is closed. OPM
Global Continuous continues to recover disallowed costs,
1A-99-00- Stay Claims for August 20, evaluate claims contested by the carrier, and
13-004 BlueCross and 2013 $9,713,652 | $2,825430 implement corrective actions to strengthen
BlueShield Plans internal controls and close the remaining
recommendations.
Information 6 of 10 recommendations are closed. Efforts
Systems General continue to mitigate information system
1A-10-00 and Application September $0 N/A control weaknesses (e.g., funding, system
13-012 10,2013 o . .
Controls at modifications, implementation, and new
WellPoint, Inc. software testing).
7 of 13 recommendations are closed. OPM
has recovered or allowed all questioned
funds. OPM continues its efforts to evaluate
1A-10-41- Florida Blue September $1,768,338 $0 claims contested by the carrier and
12-050 10,2013 . ; .
implement corrective actions to strengthen
internal controls and close the remaining
recommendations.
U.S. Office of 3 of 4 recommendations are closed. To close
4A-CI-00- Personnel October 10, $0 N/A the remaining recommendation, OPM’s OCIO
13-036 Management'’s 2013 is updating and will publish its Common

Common Security

Security Controls Collection and will
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